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One of the effects of new technologies is to provide nore information
about our activities even though such disclosure is not always the
primary function of the technol ogy.

This article is not provided to make you paranoid and to get you
ri pping out the airbag controllers but to increase awareness of the
i nterplay of various technol ogies and the wi de range of uses for data.

Si de note: Regarding vehicles, the EZ Pass system has yi el ded sone
privacy questions. A few years ago, a lawer in a New York state

di vorce case obtained the EZ Pass records for a vehicle, seeking to
hint that the other party was driving to an adulterous neeting. To
reduce privacy concerns, it is reported that many states using EZ Pass
pronmi se that the records will not be used for criminal investigations.
O her people protest that such use of the EZ Pass info would be greatly
beneficial. (Left out in the fray are the crucial distinctions of

di fferent kinds of investigative approaches to using the data,
including fishing trip pattern matching, scans for a vehicles
specifically identified as suspect, etc. A big difference between

| ooking for records of a vehicle reported as stolen and searching for
any vehicle that shows up in the vicinity of an area where a crine
occurred.) In The Road Ahead, Bill Gates ponders upon a "black box"
data recorder for cars. He notes that such tracki ng woul d reduce
privacy but, on the other hand, it would protect people by "proving
their innocence.”

This is an interesting and bothersone shift com ng in the networked
world. In days of less tech capability, innocent until proven guilty
was radical in a sense but the lack of capabilities nade it easier to
practice. Now, the is growing tension with this US | egal concept and
the real & perceived data capabilities. It nmay well come to a conplete
flip-over in a few decades where the innocent until proven guilty
precept is treated as an anachroni sm and cases are deci ded increasing
upon surveillance footage and vari ous data collection devices. There
woul d be the notion that innocent people will naturally disclose their
data to show their innocence. The ethical justification cited for such
a change would be the difficulty in not using the data capabilities to
i nprove and protect society. This tension, | believe, will be a mgjor
force in social changes regardi ng technol ogy. The nmai ntenance of
various liberties we have grown up with, in large part, was hel ped nore
by technical linmtations than by ethics and discipline. WIIl such

di scipline and ethics hold out?

-JDA
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Nort hwest 54th Street in Mani was crowded at 4:30 p.m on Feb. 7

1997, and many people saw the three-car collision that killed Detective
Robert Vargas. But none of them could help police determ ne why he

di ed.

The 29-year-old detective, responding in his unmarked car to a robbery
call, had what |ooked to investigators like a relatively mni nor
collision with a Chevy Blazer entering the intersection fromhis right.
Hi s year-old Chevy Lumi na skidded across the double yellow line into
onconming traffic and was struck head-on by a Mercury Marquis.

Calculating the force of the crash fromthe skid marks and w eckage,
i nvestigators determ ned that Vargas' air bag could have saved his
life.

Wiy it did not was explained by a witness who never "saw' the crash
but reported many of its details electronically.

A bl ack box about the size of a videocassette under the Lumina's front
seat recorded that the air bag had, in fact, deployed when the Bl azer
struck the first blow nore violently than the human anal ysts suspect ed.
The bag had defl ated before the head-on collision, |eaving Vargas, who
was not wearing a seat belt, unprotected.

The telltale recorder -- known as a Sensing and Di agnostic Mdul e, or
SDM - -- was one of 6 nmillion quietly put into various nodels of
Ceneral Mtors cars since 1990

A newl y devel oped nodel being installed in hundreds of thousands of GM
carsthis year records not only the force of collisions and the air
bag's perfornmance, but also captures five seconds of data before
impact. It can determ ne, for exanple, whether the driver applied the
brakes in the fifth second, third second or |ast second. It also
records the last five seconds of vehicle speed, engine speed, gas peda
position and whether the driver was wearing a seat belt.

Ford has equi pped hundreds of thousands of cars with a sinmlar system
and is developing a device to read the data. An industry comittee is
trying to devel op standards for the recorders.

Specialists in car crashes say the devices could revol utionize sone
aspects of accident research.

The devices could also bring inportant changes in insurance
settlenents, crash litigation, autonobile design, and even the nedica
treatment of crash survivors. At the sane tine, inportant issues are
bei ng rai sed about who shoul d have access to the data.

"The data fromthe SDM in future crash litigation, can be the

equi valent of DNA in paternity suits and nurder cases," said Edward
Ricci, a lawer who is currently suing GMin a case brought by the
fam ly of Jerome Brown, a former professional football player who was
killed in his Corvette in a 1992 accident. Ricci said the recorder in
that car proved that the cause of the crash was the air bag depl oying
when the car hit a pothole; GM disagrees.



But few |l awyers or other crash specialists know much about the
recorders, whose existence is virtually unknown to the public.

The advanced nodel, which records the final five seconds of data, was
first installed in 1998 Cadillacs sold to rental car conpanies, but it
was done so quietly that even executives at Avis, which buys hundreds
of such cars, were unaware of the recorders.

At National Car Rental, a spokesworman said executives were broadly
aware of the system but had never seen any data froma crash.

"I"'msure, potentially, it would be useful," said Veronica Valentino, a
spokeswonman at National's headquarters in M nneapolis. "I would think
it's additional evidence, and if it could be brought into court, would
certainly provide an opportunity to | ook at nore information that
previously wasn't avail able.”

In many states, rental car conpanies are responsible for damage done by
the cars they own. They have paid millions of dollars in judgnments that
m ght have been avoided if crash box data showed the acci dent was not
the renter's fault, sone experts say.

I nsurance executives are interested, too. "They could |lead to better
settlenents as tinme goes on," said Donald Griffin, an executive at the
Nati onal Association of Independent Insurers, a trade association that
represents 620 insurance conpani es. The data could quickly clarify who
was at fault, he said, though the industry would have to have nore
experience with the boxes before deciding whether to rely on them

Sone nedi cal researchers think the boxes could save lives. |If ambul ance
crews could read themon the spot, they could deterni ne whether a crash
was severe enough to create a likelihood of head injuries, for exanple.

Sone head injuries only becone evident hours after the accident, said
Dr. Jeffrey Augenstein, a professor of surgery at the University of

M anm who has been working with GMto develop the recorders. But the
recorders could alert doctors to watch for brain swelling or other
synpt ons.

Augenstein, who al so has appeared in court as an expert witness in
crash cases, said the data would give a better picture of what had
happened, but "it will still require interpretation."

"You won't just plug it into a conputer and say, 'You're at fault; you
pay $10 mllion,"" he said.

The aut onotive bl ack boxes could be al nbst as useful as those on
airplanes. The National Transportation Safety Board, best known for
its plane crash investigations, recommended | ast year that they be used
in cars. But conpared with flight data recorders on planes, whose role
is defined by federal |aw, the autonotive versions are hitting the
roads in a legal vacuum

"It is an untested area of law " said Lawence Friedman, a persona
injury |awer in Boca Raton, Fla., and the chairman of the Anerican
Trial Lawyers Association's Mtor Vehicle, H ghway and Prenises
Liability section.



Massachusetts hopes to establish a pilot programlater this year that
woul d anal yze data fromthe devices in GMcars involved in fatal
crashes and conpare the results with concl usions reached by human
anal ysis, to help confirmthe electronic recordings. But the state
trooper planning the program David Noonan, said that he did not know
if he could ask a judge for a search warrant to obtain the boxes in a
crimnal investigation.

That has not been Massachusetts' purpose, or GMs in obtaining or

anal yzing the data. GM has been circunspect about the boxes because it
does not want themused in litigation; in fact, executives are
concerned that car buyers could shy away from such cars if they thought
the data could be used agai nst them

The conpany has been using the information nostly to refine its on
board safety systens, and wants the information fromthe newer boxes to
show what a typical driver's behavior is in the seconds before a crash.

"Qur interest is in safety research, and we're not going to encourage
its use" in other foruns, said Robert Lange, engineering director of
auto safety at GM As for other uses, he said, "W are not going to be
able to prevent that and control that."

Ri ght now, only GM can downl oad and decode data fromits own boxes, but
that will change within the next few nmonths as software becones
commercially avail able. GM has an agreenent with Vetroni x of Santa
Barbara, Calif., to develop software and a cable that will allow anyone
with a laptop to interrogate the box. Vetronix al so hopes to begin
selling the software, including a proprietary circuit board that
decodes the information, in August for a few hundred dollars, according
to the conpany.

"Probably the owners of the vehicles will be the ones who will be
ultimate arbiters as to whether such information is retrieved, and if
retrieved, howit's utilized," Lange of GM said. But |awers and others
said this was an open questi on.

As a practical matter, GM has already found that if it does not |et
others, like the police, retrieve the data, it may not get nmuch of the
data. Once a car is sold, thereis no way for GMto know whet her that
car becomnes involved in a serious crash, so no way to know when to try
and retrieve the box.

Sone engi neers wince at the conming legal battles. "Everyone probably is
hesitant to open this Pandora's box," said Adrian Lund, a crash expert
at the Insurance Institute for H ghway Safety.

For the handful of researchers now using themin collaboration with GV
t he data boxes prom se a gold mine of information never before

obt ai nable. Hi ghway safety experts say the information retrieved coul d
change the way air bags and ot her safety systens are designed. Air bags
are currently nade to nmeet the government's 30-nph frontal -crash test
standard, but data fromreal accidents could show that the accidents
causing the nost injuries are at a higher speed or a | ower one, or are
not head-on collisions. That might |ead to new passenger protections.



The recorder is "an invaluable tool," said James Stratton, a senior
crash investigator at the WIlliam Lehnman I njury Research Center at the
University of Mam School of Medicine, who hel ped reconstruct the
crash that killed Vargas.

The recorder is an al nost accidental outgrowth of the conputerization
of cars. Air bags already cone with conputers that neasure the "crash
pul se," or change in velocity, and cal cul ate whet her and when to depl oy
the bag. Many cars al so have conmputers that keep track of engine
speed, car speed and the like. GM s innovation involved addi ng an

i nexpensive systemthat records all this data on a microchip if the car
i s bunped hard enough, or al nbst hard enough, to deploy the air bag.

The enhanced recorders are installed on all 1999 Buick Century Park
Avenue and Regal nodels; the Cadillac Eldorado, DeVille and Seville
nodel s; the Chevrolet Camaro and Corvette, and the Pontiac Firebird.
The conpany plans to have themon all its vehicles in the 2004 nodel
year.

Noonan, of the Massachusetts State Police, said, "This has great

i mplications for public safety and public health." Sonetime soon, said
Noonan, in one of the 400 or so fatal crashes that occur in his state
each year, two new cars will collide and researchers will have data
fromboth of them which could show tailgating, speeding or other signs
of bad driving.

Private use is nore problematic. A driver charged with speeding or sone
other violation after a crash might seek to bring his own data to
court, to exonerate hinself, but Noonan said it has not been deternmn ned
i f such evidence woul d be admi ssi bl e.
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